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INTRODUCTION  

Advanced Corporate Solutions (ACS) provides an encompassing and thorough Technical Surveillance 

Countermeasures (TSCM) Investigations.  The most advanced and modern equipment and technology 

available in South Africa are used during the Investigations.   

 

TSCM PROGRAMME 

Herewith more information about the TSCM Programme and the necessity of Protecting Company 

Intellectual Property (I.P.) ς Communication Security. 
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TSCM EQUIPMENT 

 

±L9² ¢I9 ±L59h /[Lt{ hb ά59-.¦DDLbDέ Chw ! 59¢!L[95 h±9w±L9² hC h¦w 9v¦Lta9b¢Υ 

http://www.acsolutions.co.za/videos.html 

 

Only relevant equipment is used in performing different tasks, which could be any of the following: 

 

 

OSCORÊ  

BLUE SPECTRUM ANALYZER: 

 

The OSCOR Blue is a portable spectrum analyser with a rapid sweep 
speed and functionality suited for detecting unknown, illegal, 
disruptive, and anomalous rogue transmissions across a wide frequency 
range. The OSCOR Blue Spectrum Analyzer is designed to detect illicit 
eavesdropping signals, perform site surveys for communication 
systems, conduct radio frequency (RF) emissions analysis, and 
investigate misuse of the RF spectrum. 

 

KESTREL TSCM®  

PROFESSIONAL SOFTWARE 

 

Kestrel is a highly evolved TSCM specific, operator centric SDR 
application, with advanced capability to meet TSCM specific and 
evolving challenges of professional technical operators, working in the 
private sector, and within the national security apparatus, who are 
faced with a modern moving target threat model, in combating the 
growing threats of cyber-espionage The Kestrel TSCM ® is not a 
simplistic desktop spectrum analyzer, offering limited capability, but 
rather, it is a highly deployable, mission scalable, travel friendly full 
featured TSCM focused product. 
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RAPTOR RXI ULTRA- FAST- SCANNING  

COUNTER- SURVEILLANCE RECEIVER  

 

¢ƘŜ wŀǇǘƻǊ w·ƛ ƛǎ ŀƴ ǳƭǘǊŀπŦŀǎǘπǎŎŀƴƴƛƴƎ ŎƻǳƴǘŜǊπ

ǎǳǊǾŜƛƭƭŀƴŎŜ ǊŜŎŜƛǾŜǊ ŦƻǊ ǉǳƛŎƪƭȅ ŘŜǘŜŎǘƛƴƎ ǎǳǊǾŜƛƭƭŀƴŎŜ 

ǘǊŀƴǎƳƛǘǘŜǊǎΦ ¢ƘŜ wŀǇǘƻǊ ǎŎŀƴǎ ŦǊƻƳ млƪIȊ ǘƻ нсDIȊ ƛƴ 

ǳƴŘŜǊ пǎΣ ŘŜǘŜŎǘƛƴƎ ŜǾŜƴ ǘƘŜ ōǊƛŜŦŜǎǘ ǇǳƭǎŜŘ 

ǘǊŀƴǎƳƛǎǎƛƻƴǎΦ CŜŀǘǳǊƛƴƎ ŀ Ŧŀǎǘ /ƻǊŜ н 5ǳƻ ǇǊƻŎŜǎǎƻǊΣ 

ƛǘǎ ƳǳƭǘƛǇƭŜ ǎƻŦǘǿŀǊŜ ǘƻƻƭǎ ŀƴŘ ŘŜƳƻŘǳƭŀǘƻǊǎ ŘŜǘŜŎǘ 

ŦǊŜǉǳŜƴŎȅ ƘƻǇǇƛƴƎΣ ōǳǊǎǘ ƳƻŘŜ ŀƴŘ ǎǇǊŜŀŘ ǎǇŜŎǘǊǳƳ 

ŘŜǾƛŎŜǎ ŀǎ ǿŜƭƭ ŀǎ ŀƴŀƭƻƎǳŜ ŀǳŘƛƻ ŀƴŘ ǾƛŘŜƻ ǎƛƎƴŀƭǎΦ  
  

 

 

 

A.N.D.R.E DELUXE  

(ADVANCED NEAR - FIELD  

DETECTION RECEIVER). 

 

The ANDRE is a handheld broadband receiver that detects known, unknown, 

illegal, disruptive, or interfering transmissions. The ANDRE locates nearby RF, 

infrared, visible light, carrier current, and other types of transmitters and quickly 

and discretely identifies threats using its wide range of accessories specifically 

designed to receive transmissions across a 10 kHz to 6 GHz frequency range. 

Technical security specialists will appreciate the portability and responsiveness 

of the ANDRE. It is an excellent complement to an OSCOR Spectrum 

Analyzer/Raptor as a preliminary non-alerting tool. 
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TALAN 3.0 TELEPHONE  

AND LINE ANALYSER  

(For more information on the TALAN 3.0 DPA-7000, please visit www.reiusa.net) 

 

 

±ƻƛŎŜπƻǾŜǊ LƴǘŜǊƴŜǘ tǊƻǘƻŎƻƭ ό±ƻLtύ ǇƘƻƴŜ ǎȅǎǘŜƳǎ 
ǇǊŜǎŜƴǘ ŀ ƴŜǿ ŦƻǊƳ ƻŦ ǎŜŎǳǊƛǘȅ Ǌƛǎƪ ǘƻ 
ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΦ ²ƛǘƘ ƴŜǿ ŜƴƘŀƴŎŜƳŜƴǘǎ ōǳƛƭǘ 
ƛƴǘƻ ǘƘŜ ¢![!b ǎƻŦǘǿŀǊŜ ƛƴǘŜǊŦŀŎŜΣ ǳǎŜǊǎ Ŏŀƴ ƴƻǿ 
ǘŜǎǘ ƛƴǘŜǊƴŜǘ ǇǊƻǘƻŎƻƭ όLtύ ǇŀŎƪŜǘ ǘǊŀŦŦƛŎ ƻƴ ±ƻLt 
ǇƘƻƴŜǎ ŀƴŘ ǎȅǎǘŜƳǎΦ ±ƻLt Řŀǘŀ ŎƻƭƭŜŎǘŜŘ ōȅ ǘƘŜ 
¢![!b ǎƻŦǘǿŀǊŜ ƛƴŎƭǳŘŜǎ {ƻǳǊŎŜ ŀƴŘ 5Ŝǎǘƛƴŀǘƛƻƴ 
aŀŎ !ŘŘǊŜǎǎŜǎΤ ƘŜŀŘŜǊ ǘȅǇŜΤ ǎǘŀǘƛǎǘƛŎǎ π ǘƻǘŀƭ 
ǇŀŎƪŜǘǎΤ ǇŀŎƪŜǘ ǊŀǘŜΤ ǇŜŀƪ ǊŀǘŜ ŀƴŘ Ǌǳƴ ǘƛƳŜΦ ¦ǎŜǊǎ 
Ŏŀƴ ŀƭǎƻ ŘŜŦƛƴŜ ŀŘǾŀƴŎŜŘ ŦƛƭǘŜǊƛƴƎ ƻǇǘƛƻƴǎΦ 5ŀǘŀ Ŏŀƴ 
ōŜ ǎǘƻǊŜŘ ŀƴŘ ŜȄǇƻǊǘŜŘ ǘƻ ¦{. ƻǊ CƭŀǎƘ ŀǎ Řŀǘŀ ŦƛƭŜǎ 
ŦƻǊ ŦǳǊǘƘŜǊ ŀƴŀƭȅǎƛǎΣ ǎƘŀǊƛƴƎ ŀƴŘ ǊŜǇƻǊǘƛƴƎΦ  

  

 

HAWK XTS - 2500  

(Locates the presence of electronic components in devices, 

regardless of whether they are switched on or off) 

 

¢ƘŜ I!²Y ·¢{πнрлл ƛǎ ŀ ǇƻǊǘŀōƭŜΣ ǎƛƳǇƭŜ ǘƻ ǳǎŜ ŀŘǾŀƴŎŜŘ 
9ƭŜŎǘǊƻƴƛŎ 5ŜǾƛŎŜ 5ŜǘŜŎǘƻǊΣ ŀƭǎƻ ƪƴƻǿƴ ŀǎ ŀ bƻƴπ[ƛƴŜŀǊ WǳƴŎǘƛƻƴ 
5ŜǘŜŎǘƻǊ όb[W5ύΦ ¢ƘŜ I!²Y ·¢{πнрлл ƛǎ ŎŀǇŀōƭŜ ƻŦ ƭƻŎŀǘƛƴƎ ŀƴŘ 
ŎƻƴŦƛǊƳƛƴƎ ǘƘŜ ǇǊŜǎŜƴŎŜ ƻŦ ŜƭŜŎǘǊƻƴƛŎ ŎƻƳǇƻƴŜƴǘǎ ŦƻǳƴŘ ƛƴ 
ŘŜǾƛŎŜǎΣ ǊŜƎŀǊŘƭŜǎǎ ǿƘŜǘƘŜǊ ǘƘŜȅ ŀǊŜ ǎǿƛǘŎƘŜŘ ƻƴ ƻǊ ƻŦŦΦ  
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ORIONÊ  

2.4 HX NON - LINEAR JUNCTION 

DETECTOR 

 

 

¢ƘŜ hwLhb нΦп I· bƻƴπ[ƛƴŜŀǊ WǳƴŎǘƛƻƴ 5ŜǘŜŎǘƻǊ όb[W5ύ ŘŜǘŜŎǘǎ 
ŜƭŜŎǘǊƻƴƛŎ ǎŜƳƛπŎƻƴŘǳŎǘƻǊ ŎƻƳǇƻƴŜƴǘǎ ƛƴ ǿŀƭƭǎΣ ŦƭƻƻǊǎΣ ŎŜƛƭƛƴƎǎΣ 
ŦƛȄǘǳǊŜǎΣ ŦǳǊƴƛǘǳǊŜΣ ŎƻƴǘŀƛƴŜǊǎΣ ƻǊ ƻǘƘŜǊ ǎǳǊŦŀŎŜǎΦ ¢ƘŜ hwLhb нΦп I· 
b[W5 ƛǎ ƳŀŘŜ ǘƻ ŘŜǘŜŎǘ ŀƴŘ ƭƻŎŀǘŜ ƘƛŘŘŜƴ ŎŀƳŜǊŀǎΣ ƳƛŎǊƻǇƘƻƴŜǎΣ ŀƴŘ 
ƻǘƘŜǊ ŜƭŜŎǘǊƻƴƛŎ ŘŜǾƛŎŜǎ ǊŜƎŀǊŘƭŜǎǎ ƻŦ ǿƘŜǘƘŜǊ ǘƘŜ ǎǳǊǾŜƛƭƭŀƴŎŜ ŘŜǾƛŎŜ 
ƛǎ ǊŀŘƛŀǘƛƴƎΣ ƘŀǊŘ ǿƛǊŜŘΣ ƻǊ ǘǳǊƴŜŘ ƻŦŦΦ 

 

 

BLOODHOUND  

(To test for hidden and live microphones on telephones and lines, please visit www.shearwatertscm.com) 

 

 

.ƭƻƻŘƘƻǳƴŘ ƛǎ ŀƴ !{a5Σ !ŎƻǳǎǘƛŎŀƭƭȅ {ǘƛƳǳƭŀǘŜŘ 
aƛŎǊƻǇƘƻƴŜ 5ŜǘŜŎǘƻǊ ǿƘƛŎƘ ƛǎ ŀƴ ŜƭŜŎǘǊƻƴƛŎ ǎȅǎǘŜƳ ŦƻǊ 
ǳǎŜ ōȅ ¢ŜŎƘƴƛŎŀƭ {ŜŎǳǊƛǘȅ LƴǎǇŜŎǘƛƻƴ ¢ŜŀƳǎ ŦƻǊ ŘŜǘŜŎǘƛƴƎ 
ŀǳŘƛƻ ŜŀǾŜǎŘǊƻǇǇƛƴƎΦ ¢ƘŜ ǎȅǎǘŜƳ ǿƻǊƪǎ ōȅ ŘŜǘŜŎǘƛƴƎ 
ǘƘŜ ǊŀŘƛŀǘŜŘ ŦƛŜƭŘ ŎǊŜŀǘŜŘ ǿƘŜƴŜǾŜǊ ŀ ƳƛŎǊƻǇƘƻƴŜ 
ŘŜǘŜŎǘǎ ǎƻǳƴŘΦ ¢ƘŜ .ƭƻƻŘƘƻǳƴŘ ƻǇŜǊŀǘƻǊ Ŏŀƴ ŜƛǘƘŜǊ 
ƭƛǎǘŜƴ ǘƻ ǘƘŜ ŘŜǘŜŎǘŜŘ ŀǳŘƛƻ ƻǊ ŜǎǘŀōƭƛǎƘ ŀŎƻǳǎǘƛŎ 
ŦŜŜŘōŀŎƪΦ  

 

- Cable tracing. 

- Carrier Current device detection. 

- Physical inspection and evaluation of all suspect areas and fixtures. 
 

 

 

 

 

http://www.shearwatertscm.com/
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CPD- 197  

(Detects 2G, 3G and 4G mobile phones) 

 

 

The CPD197 is a multi-purpose mobile phone detector. The 

CPD197 can detect 2G (GSM900 & GSM1800) and 3G (UMTS900 & 

UMTS2100) plus 4G (LTE800 & LTE2600) mobile phones. Also 

scans for Bluetooth signals, separately and simultaneously. 

 

 

  

http://www.google.co.za/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.winkelmann.co.uk/cellular-detectorwm8197.htm&ei=o04BVbPCM8z7UIz9gJgF&bvm=bv.87920726,d.d24&psig=AFQjCNEO21QKAjDvKccQQI5CSrkxaqpwsw&ust=1426235418007844
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ANALYSING OF MOBILE DEVICES FOR 

POSSIBLE SPYWARE-  CELEBRITE 

 

 

 

 

 

 

 

 

 

 

 

 

 

Mobile devices, which include smart phones and tablet computers, provide increased functionality and 

ease of use to people, anywhere and anytime.  

 

Smart phones are the new computers. These devices contain a tremendous amount of personal and even 

business information. With rapidly increasing advances in technology, everyday life is starting to depend on 

these wireless technologies, but it brings greater risk and some unique security threats.   

 

Mobile device malware (malicious code) has increased exponentially over the past few years. The 

sophistication of these exploits has also increased exponentially, making detection and eradication very 

difficult. Anyone can install eavesdropping software on your smart phone, as long as they have access to your 

ǇƘƻƴŜ ŜǾŜƴ ŦƻǊ ŀ ŦŜǿ ƳƛƴǳǘŜǎΦ ¢Ƙƛǎ Ŏŀƴ ǊŜǎǳƭǘ ƛƴ ǘƘŜƳ ƎŀƛƴƛƴƎ ŀŎŎŜǎǎ ǘƻ ŀƭƭ ȅƻǳǊ ǇǊƛǾŀǘŜ Řŀǘŀ ǎǳŎƘ ŀǎ {a{ΩǎΣ 

emails, pictures, location information, call logs and even listen in on actual calls.  

 

Some malicious code will even allow the attacker to switch on the microphone of the device unnoticed and 

listen in on conversations or use the camera to secretly take pictures.  Cellebrite is a world leader in the 

development of advance mobile forensic hardware and software products. The Universal Forensic Extraction 

Device (UFED) Touch Ultimate from Cellebrite is an example of hardware used by mobile device investigators 

to gather information from mobile devices that may contain infected and malicious data.   
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CAT S60 SMARTPHONE (FLIR) AND FLIR ONE  

 

The first of its kind, the Cat® S60/ Flir One gives live 

thermal imaging expertise direct from a smartphone. This 

rugged device uses FLIR (Forward Looking Infrared) to 

capture shareable clear thermal imagery, video and even 

time-lapse footage. The thermal imaging technology is 

used in the field of Electronic Counter Measures 

Investigations (TSCM) to determine if there are any hidden 

electronic devices in a specific area. Electronic devices 

have multiple methods of accessing power to function and 

this invariably leads to the emission of heat. The device 

can further be used to identify and locate rogue Wi-Fi 

access points in a target area. 

 

 

WIRELESS ROGUE DEVICE DETECTION 

 

A rogue access point, also referred to as 

rogue AP, is any Wi-Fi access point installed 

on a network that is not authorized for 

operation on that network nor is it under 

management of the network administrator. 

Rogue access points often do not conform to 

wireless LAN (WLAN) security policies and, 

additionally, can allow anyone with a Wi-Fi 

device to connect to a network. These access 

points are usually created to allow a hacker 

to conduct a man-in-the-middle attack. 

 

 

Rogue access points pose a security threat to large organizations with many employees. This is due to the 

ability for anyone with access to the premises to install (maliciously or non-maliciously) an inexpensive 

wireless router that can potentially allow access by unauthorized parties into a secure network - while 

avoiding detection for extended periods of time. 

 

 

 




























