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INTRODUCTION

Advanced Corporate SolutionACS)provides an encompassing and thoroudechnical Surveillance
Countermeasures (TSCM) Investigations. ifost advanced and modern equipment and technology

available in South Africare used during the Investigations

TSCM PROGRAMME

Herewithmore information about the TSCM Programme andtieeessity of Protecting Company
Intellectual Property (I.P9 Communication Security.

ADVANCED CORPORATE SOLUTIONS | SASSETA 051901409857 | PSIRA 0958804 2



INFORMATION ON EQUIPMENT AND PROCEDURES

TABLE OF CONTENTS

TSCM EQUIPMENT 4
w h{/hwu .[19 {t9/¢w]la !'b![ 6 %oOw 4
w Y9{¢wo[ ¢{/at twhCO{{Lhb![ {hCc¢2! w9 4
w w!tc¢hw -WASISCANNINGVIOUNTEHBRVEILLANCE RECEIVER 5
W ! &b d5dwP9 5 NEARFIBELD HETEGTION REBCEIVER) 5
w ¢! [!b odn ¢9[9tIhb9 !'b5 [Lb9 !'b![ 6 {9w @
w 1! 2 ¥500 ¢ { 6
w hwlLhbnxn HANEARJUNCOHION DETECTOR 7
w . [hh51h} b5 7
w [-19B 8
w !'b!'[ {LbD hC ah.L[9 59+ EIEBRITEChw th{{L 9
w [1¢ {cn {(AIRMWAND FLIRIONE 10
w 2Lw9l9{{ whD} 9 59%xL/9 59¢9/ ¢LhbD 10
w *L59h th[9 /! a9w! 11
REPORT PROCEDURE & COMMITMENT 12
EQUIPMENT CLIENTS OUTSIDE SOUTH AFRICA 13
COMMUNICATIONS SECURITY 14
@ Lb¢wh 5THECTECGVObPROGRAMME 14
w D9bow! ] 15
w LbChwa!¢Lhb D!¢l 9wLbD 16
w /[ haajblL/!'!¢Lhb {9/ wL¢, twh¢9/ ¢Lhb 19
w ¢9[9tlT hb9 !'!b![,{LbD 20
w twhe¢9/ ¢Lhb hC ¢COUNAERELECTRONIC PROCEDURES 21
w Lb+x9{¢LD'¢L+x9 {9!'w/ Il CwOv, 9b/ 22
w ¢{/ a hHAIOGONTROh b 23

ADVANCED CORPORATE SOLUTIONS | SASSETA 051901409857 | PSIRA 0958804 3



INFORMATION ON EQUIPMENT AND PROCEDURES

TSCM EQUIPMENT
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http://www.acsolutions.co.za/videos.html

Only relevant equipment is used in performing different tasWsich could be any of the following:

OSCORE
BLUE SPECTRUM ANALYZER:

The OSCOR Blue is a portable spectrum analyser with a rapid s
speed and functionality suited for detecting unknown, illeg:
disruptive, and anomalous rogti@nsmissions across a wide frequenc
range. The OSCOR Blue Spectrum Analyzer is designed to detec
eavesdropping signals, perform site surveys for communical
systems, conduct radio frequency (RF) emissions analysis,

investigate misuse of #81RF spectrum.

KESTREL TSCM®
PROFESSIONAL SOFTWARE

Kestrel is a highly evolved TSCM specific, operator centric

application, with advanced capability to meet TSCM speeifid

evolving challenges of professional technical operators, working in
private sector, and within the national security apparst who are
faced with a modern moving target threat model, in combating tl
growing threats of cybeespionage The Kestrel TSCM ® is no
simplistic desktop spectrum analyzer, offering limited capability, |
rather, it is a highly deployable, missiorakble, travel friendly full
featured TSCM focused product.
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RAPTOR RXI ULTRA-FAST-SCANNING
COUNTER-SURVEILLANCE RECEIVER
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A.N.D.R.E DELUXE
(ADVANCED NEAR -FIELD
DETECTION RECEIVER).

The ANDRE istandheld broadband receiver that detects known, unknow
illegal, disruptive, or interfering transmissions. The ANDRE locates nearb
infrared, visible light, carrier current, and other types of transmittand cuickly
and discretely identiésthreats usingits wide range of accessories specifical
designed to receive transmissions across a 10 kHz to 6 GHz frequency |
Technical security specialists will appreciate the portability and responsive
of the ANDRE. It is an excellent complement t© @SCOR Spectrur
AnalyzefRaptoras a preliminary nomlerting tool.
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TALAN 3.0 TELEPHONE
AND LINE ANALYSER

(For more information on the TALAN) DPA7000, please visit www.reiusa.net)
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HAWK XTS-2500

(Locates the presence of electronic components in devices,
regardlesof whether they are switched on or pff
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ORI ONE
2.4 HX NON -LINEAR JUNCTION
DETECTOR
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BLOODHOUND

(To test for hidden and live microphones on telephones and lines, pleagewisithearwatertscm.coin
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- Cable tracing.
- Carrier Current device detection.
- Physical inspection and evaluation of all suspect areas and fixtures
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CPD-197

(Detects 2G 3Gand4Gmobile phoneps

The CPD197 is a myfturpose mobile phone detector. The
CPD197 can detect 2G (GSM900 & GSM1800) and 3G (UMTS!
UMTS2100) plus 4G (LTE800 & LTE2600) mobile phones. Alsc
scans for Bluetooth signalseparately and simultaneously.
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ANALYSING OF MOBILE DEVICES FOR
POSSIBLE SPYWARE CELEBRITE

Mobile devices, which include smart phones and tablet computers, provide increased functionality and
ease of use to people, anywhere and anytime.

Smart phones are the new computers. These devices contain a tremendous amount of personal and even
business information. With rapidly increasing advances in technology, everyday life is starting to depend on
these wireless technologies, but it brings geratisk and some unique security threats.

Mobile device malware (malicious code) has increased exponentially over the past few years. The

sophistication of these exploits has also increased exponentially, making detection and eradication very

difficult. Anyone can install eavesdropping software on your smart phone, as long as they have access to your
LIK2yS S@Sy F2NJ I F¥S¢6 YAydziSaod ¢KAA OFy NBadZ &G Ay
emails, pictures, location information, calgand even listen in on actual calls.

Some malicious code will even allow the attacker to switch on the microphone of the device unnoticed and
listen in on conversations or use the camera to secretly take pictuBsdlebrite is a world leader in the
development of advance mobile forensic besare and software products. The Universal Forensic Extraction
Device (UFED) Touch Ultimate from Cellebrite is an example of hardware used by mobile device investigators
to gather information from mobile devices that may contain infected and malicious data
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CAT S60 SMARTPHONE (FLIR) AND FLIR ONE

Thefirst of its kind, the Cat® S60/ Flir Qgiees live

thermal imaging expertise direct from a smartphone. This
rugged device uses FLIR (Forward Looking Infrared) to
capture shareable clear thermal imagevideo and even
time-lapse footage. The thermal imaging technology is
used in the field of Electronic Counter Measures
Investigations TSCNIto determine if there are any hidden
electronic devices in a specific area. Electronic devices
have multiple metlods of accessing power to function and
this invariably leads to the emission of heat. The device
can further be used to identify and locate rogue-®i
access points in a target area.

WIRELESS ROGUE DEVICE DETECTION

A rogue access point, alseferred to as |- Mot sers
rogue AP, is any Wi access point installeg pr o
on a network that is not authorized fo
operation on that network nor is it unde
management of the network administrator
Rogue access points often do not conform
wireless LAN (WLAN) securjiglicies and, | o IREtNee
additionally, can allow anyone with a Wi Filtered
device to connect to a network. These acce
points are usually created to allow a hacks

to conduct a masin-the-middle attack.

Elapsed
Networks

Packets

Rogue access points pose a security threat to large organizatitimsnany employees. This is due to the
ability for anyone with access to the premises to install (maliciously ornmaliciously) an inexpensive
wireless router that can potentially allow access by unauthorized parties into a secure netwuiile
avoiding detection for extended periods of time.
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